
Cybersecurity - 
Is resilience an utopia in a 
digital economy? 



Ukraine, 23 of December 2015



UK, May 2017

https://www.zdnet.com/article/wannacry-ransomware-attack-at-lg-electronics-takes-systems-offline/



US, end of June 2017



Germany, 1 of March 2018
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Mexico, June 2018

Source: https://www.publimetro.com.mx/mx/noticias/2017/06/22/banxico-aumenta-25-puntos-base-tasa-interes-llega-7.html



Screenshot: https://www.wired.com/story/russian-hackers-attack-ukraine/



So, are we at cyber war? 
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Who attacks? 

Source: Icon made by Freepik from www.flaticon.com

http://www.freepik.com/
http://www.flaticon.com/


And how? 

Phishing 

Spearphishing

‘watering holes’ 

Distributed denial-of-service (DDoS)

……. 



Why? 

1. Increasing connectivity 
2. Bugs in Software 
3. Human error 
4. Lack of information sharing 



The special case of 
critical infrastructure  
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Cyber Physical Harms

Source: pixabay.com

https://pixabay.com/en/pylon-current-electricity-strommast-1501235/


The good news  



The bad news  



Error in the software: Hackers shows how solar power equipment flows 
could be exploited to undermine green grids   
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Hacking the power grid through 
Home Air Conditioners 



The way forward  



What it needs - defensive measures

1. Continuous assessments 
2. Cybersecurity by engineering  
3. Collaboration I - government and private entities 
4. Collaboration II - with unusual suspects  
5. Investment in new technology
6. Capacity Building and Education 
7. Focus on resilience  



Gracias 
Contact: jmanske@mailbox.org 


